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Fig. 1. SafetyMarkov model with thee basic states fefror analysis

By the way, tle awilahlity is the probability to be abe to do
what the systemis interded to do, which is the rormal state,
ard therefae has probability A:

—

M

B. The application to interlocking

Interlocking safey is beneat a correctlgorithm deermined
by the hardware on whh it runs. In case of astributed
system, addtionaly faults in the communicaion systtmhave
to be condgiered. To mdelthis, the logical node daa model
and nares fromIEC61850 are used. Iié following the
Markov modelexphlined abovesused for communicaion
relatedfailure situations in the (dstributed) interlocking
function. Itis assured that the swich contol funcion CSWI
and the interlocking functon for his switch CILO are bcaed
on the sane IED, however swith postions fromother
switches, e.g.n other bag, needed forriterlocking, are sent
e.g. froman appropete CSWI switch contol funcion via te
communicaion system

Local HMI
SelVal_req
Oper_req
Bay Bay
J controller controller
LN N < LN
ciLo_aqo|
CSWI_Qo| Enadpen |7 e o, Pos I cswi
naClose E
-EnaClose

Fig. 2. Decentralized interlocking
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Fig. 3. SafetyMarkov model forConmand with Intedocking

P; is the norral state when @onmand is performed (i.e. from
sending a select request iothe HMI until receiving the
command termination or equvalent switch state changefrom
the CSWI contol function). The stuation is endangered bga
postion change aanoher bay/ IED, which happens wh rate
L and leads to state,Fbecausdhen the CILOs interlocking
algorithm usesoutdated dat. This rate is dependenbn the
nunber of switching operatons to be perforned. It is safe
again, if the command executing IEDhas received this
postion change and can conder it for interlocking
calculation or conmand block, which happens v rate E and
leads to statesPsafecommand execttion. This rate relates to
the delay from charge detection at e IED until
communicated to the other IED. Theommand terminates
with a rae M dependiag nostly on swich run time, leadng
back to normal state. Tle sane formulasfor stateprobability

appl as for Fg. 1.

V. REAL TIME FEATURESOFIEC 61850

A. The scope of IEC 61850

The scopeof IEC 61850 § the conplete communicaion in
substtions. The goabdf IEC 61850 § Interoperability, i.e. tre
ahility of IEDs fram one or seweral manufactuers toexchange
information and usehe information for their own functons.
Additionaly, the saindard shlsupportthe free configuration,
i.e. all philosophesin allocaion of functons b devices and
control levels. It must wak equally well for certralized(RTU
like) or decentralized (SCdike) systens. To safeguard
investnents, the sandard shalbe futre proof,i.e. provide
long-term stability. 1t must be ale to follow the progress in
communicaion technobgy as wel as evoling system
requirenents. IEC 61850 shoulceplace the coplete wiring
in the substation.

B. The approach of IEC 61850

The first step is to decgmse fromthe conmunication point
of view all funcions nto snallest objecs (Logical Nodes),
which conmunicate with each othend contain all data to be
exchanged according to standiaed services. The second



stepis to sdit the domain specific application model (data,
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functions, the sypervision time for detecting at a cliem that the

services)from the conmunication stack by a clear abstractsource of da does no dnger exst or does notmatch the

communication service interface (ACSIFhe communication
stack is selected fromthe mainstream communication
technobgy, i.e. it conprises M S, TCPAP, and Elternet The
adaptation of the abstractoghel to the reatonmunication
stack s defined h a sandadized specific comunication
service mapping (SGGM).

C. Real-time messages

Basicaly, the sekécied sack lboks notvery well suied to reat
time requrements. IEC 61850 defiestwo messagedor use
with hard real-time canditions. Ore type is for information
changng sporadcaly on evens like blocking, rekase,
tripping, and postion indicaions, ie. nosty Boolean dad,
used n peer-b-peer or horizontal communicaion for
aubmatics, interlocking and pragcion. This messagetype is
caled genert subsition eventGSE. The dter type is the
sanpled anabgue vale (SAV), used d permanenty send
streans of analog sale values. To reach proper perf@nte
avoiding unnecessaryoverhead, bdét message ypes are
mapped diecty to the link layer of Etherneti.e.thelevel 2 of
the ISO/OSI nmodel The swyichronzed sarpled anabgue
values aredistributed as unconfimed dat stream and sngle
temporary losses of saples are handld bythe appicaion.
The use of Ethernet switches nay avoid ako neay all
cdlisions (see klow). The ewn driven messags d type
GSE with single a few data values trasfer safety relate

information, but because dhe short response tas needed

there is alsono time for confirmation ard repetition on
outstandng confrmation in real time. Therefore, Hese
messages are sent inediately at tine of anevent(changeof

any dai in the message)and are then repeated with anX

increasigy time interval from T, t0 T The reptition with
Tma COntinues forever, until the rext evert happens ard the
repetition rate starts agn with T, (see Fj. 4).

Data change

|
l "ll 11

»

time
GSE repetition intervals
Tmax Tmin Tmax
1024 ms 2ms 1024 ms

Fig. 4. The time behavioof GSEmessages

This mechanism allows a \ery short repetition time T, in
case that the first essage(s) after @hangeare lost, but
lowers the bus loadto T4 as a backgrounddffic in case tat
no eventhappens. TBi T4 determines tken for safety related

neededesponse tim, and invalidtes the previously received
dat values. 61850 does nospeciy how you getfrom one
time to the next In the following we assumthat we doubé
the time betweenconsecuive semwlings until the meximum is
reached.

The GSE imlementation nechanism further lowers the
busbad by usihg Eternet multicast so hat e.g. for
interlocking the sane dat (switch postions) are senwith one
telegamonly to all cliernts reedng them

VI. APPLICATION OF ANALYSIS ONIEC 61850

A. Design criteria

There are several criteria thean be used to evaluate the
feasiblity of a certainsdution. For the purpose o this paper,
the following criteria are considered:
For distributed functions, the sane availablity and safety
as for progécion devtes s requred.
Detecion of device falure and handhg of a
communicaion falure are ndependent
Faiuresin the ekctical high voktage netvork and n the
communicaion netvork are notorrebted
Failures of IEDs and féires i the ekctrical high voltage
nework are notorrebted

d Basedon theseassumtions, he methods desched n clause

IV are appied to the following distributed funcions:

X Functon with requestd fal-s&e behavor (the functon
uses comunication to achieve aertain reaction on
anoher IED), Ike interlocking.

Functon with requestd relable behawr (the functon
needs certain inforation from other IEDsin order to
make a correct decsion) like reverse fcking of
protecion.

B. Application to Interlocking

We now apply the interlocking Markov model from Fig. 3
with sone typical nurbers. Accordig o
Fig. 2 he interlocking logic atan IED perforrmg a conmand
needs the switch states franoher bayavalable at anoter
IED. We assune that the switch state ifiormation from all
switches needed fornierlocking is distibuted by a GSE
message wh a Tmin of 10 ns and a Trax of 1 s. Then
according to our wdel above, the systems unsafe atan
ongoing command during the tire a switch position change
happens until the canmand execuing IED has seen this
change.
If we assure that no nore than two consecutive GSE
messagesare bst (see above)he maximum communicaion
delay (E in Fig. 3) mght be catulated as folows:
x Delay by GSE trasmssion between repetitions
(Tmin) = 10 ns atfirsttime, 20 ns at seconditne.
x Delay within the protocol stack 5sat eachlED =
10 s (Implementtions showhat even shodr times
are achievable)
x Delay for change deicion atsource < 5 m (if not
comng via process bus)



x Delay onthe communicaion systeny this depends on
the messagedngth and he conmunicaion system |If
we assura a swich loop for aredundansystemwith
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availahility. This shows that protection safety is relatedo the
availahility of the canmunication network as ascribed in [8].
If GSE is used for breaker failure, thenmissing or late

100 Mbit/s speed, and atimum message length of telegamwith a change interded to trigger the lrealer failure

1.5kB, thisisin the order of 3 rafor highestpriority
messages.
These figures result in a comunication delay of a first
messagearound 18 mg followed by a second andhird
message 10 ms respective 20 ms later. At maximum the first

trip may lead to a missirg trip, i.e. safety nght be
endangered.

VII. INFLUENCE OFETHERNET IMPLEMENTATION

two messages can best, resuting in an overdl maximum A. Physical disturbances and fiber optics

transmisson deby from applcaion o applcaion of 48 ns.
In case that an IED stopending,this canbe detectedlatest

The EMC environnmentl condiions n subsétion aubmation
cal for very robust physical conmunicaion nedia. IEC

after Tna, i.€. 1 s in our exapie calculation. This applies defineddifferentintegrity classes for datconmunicaion (see

however only, if either thelED itself or the connedhg
communicaion system partfails.
The rae partto E dependig on he nornal dely then s

E 1000 |20 *.

48
In the caseof anIED failureitis only 1/ 1= 1s™ For an IED
with MTTF of 50 years or rore this may be, however,
neglected because it only happens if the IED faild at the
sane time a switchat tre failedIED is qperating.

We now assura 10 swiching operabns per dayrelatively
high for HV, but low for W/). This leads to

10 .
2460 60

Lastbut not leastwe assura a swich running ime of 20 ns,
e.g. for a HV circuit breaker, leading to

1000

M —— 50s"’.

For disconneatrs his rate would be evenlower leading to
higher safet, therefore above vak is good b use.

[9]). For commands and critical infor@tion transrission, a
residual error rate of 1J is recanmended. To achieve this, a
suficiently low hbit error rate is regired in addition to errar
detecting tecmiques as the CRC fa Ethernet [10]. Also to
keep bss of GSE ressages duenttemporary disturbancesat
the assured level of maximum two conseclve ones,the bit
errar rate nust be suficiently low. Fa the sibstation
recquirement, this mears that while it might be feasible to use
copper transnisson media within a cubcle, fiber opic
connedtons are requéd for nterconneciton of cubicles or
separadly mountied IEDs.

B. Media access problems and switches

Tradtional Ethernet as desched n many textbooks uses
CSMA/CD as media access mhod. All stations on the
network serse cdlisions before ard also while trarsmitting
data. Based upon a back-off algiom, one station will win
bus arbitration and gain accessthe network. Thevailable
bandwidth is shared between all devices connected tthe
LAN segmen, ard practically limits the usage d the availabe
bandwith to a neximum of 40%. However, usg layer 2
switches n a nodern LAN can gnificanty improve the
overal usabé bandwidth [11]. With Ethernet Switches,
cdlisions canbe completely awided in the network. Eachlink

Theresultis a safety figure of S = 0.999994, which fulfills thé?etween the Switch arttieattacied devee can be opered in
highest safety integritleve (SIL 4) according to IEC 61508 full duplex node. Packets thatould collide otherwiseare

[5] and s also in the order expeed for proécion.

It should be noted #t by using additionallorre algorithm
prohibiting that two commands can beiven at the sane time
reduces he vale of L independentfrom the real rate of
switching operabns, decreasg the unsafet for interlocking
further bysore powers of 10.

C. Application to protection

For communicaion betveen protcion functons te IEC
standard 60834 [6]denmands a maximum communicaion
systtmdeby of 20 ns. As shownm [7], a GSE wih T, = 4
ms can fulfill this reqirement, if both IEDs are directly
connected. If however aare conplex conmunicaion system
architecture is used, then at leasy addtional delys e.g. by

gueued in the switch (if they have to go to the same switch
oufput port) and are sent one afer the oter instead of
blocking the whok netvork. However t shoutl be checked
then that the overall queuing buffer capacity is sdficient not
to loose messa@s inthe wast-case sitation.

C. Flow control, VLAN and Priorities

In addition to the real-tine trdfic consdered up @ now, also
other types d communication traffic will occur in a real
system Exanples for this are vertical camunication like
sendng repors, or giving commands b© IEDs. Also,
disturbance data or configuration data traffic will use the sane
physical network. |EEE 802.1p and 802.1Q define
mechanism that can be usedo shape the traffion the

successie switches betveen he concerned source and'etwork according to the neecf the application. 802.1p

destnation IEDs nust be bebw 2 ns.

defines 8 differert priorities that may be used on Ethernet

The questionof safety has tde addressed according to théeVvel. The switctes canecting the IEDs can use this

function. If GSE is used for reverse ttking, hien a bbcking
signal may be mssed or comtoo late — the protecion works
even if not necessary, which is safe sty decreasgower

information to handle packets with differert priorities wsing
different queues. @mmercially avalable swiches bday
mostly supporttwo different priority classes. Accordg ©



5

IEC 61850 priorities have to be used for GSE and SM® IEC 60834 International Standard;Performance and Testing of

services. to decouple the real time related traffic from t @eprotection Equipment of Power Systems”, International Electrotechnical
back ' d ffic [121. Anoth isol . _Commission, 1988
ackground traffic [ ] nother means to Isolate especia G. W. Scheer, D. A. WoodwardSfeed and Reliability of Ethernet

the multicast traffic that is used for sampled values and orks for Teleprotection and Control”
GSE communication are virtual LANs (VLANS) as defined it#] G. W. Scheer, D. J. DolezilekComparing the Reliability of Ethernet
IEEE 802.1Q. Based on the VLAN tag included in a pack twork Topologies in Substation control and monitoring networks”

. IEC 60870-5-1 Telecontrol equipment and systems — Transmission
or based on the port a packet arrives on, the Ethernet s cols — Transmission frame format”, 1990

will not forward multicast traffic to all its outgoing ports butio] w. Stallings*“Local and Metropolitan Networks” (6" ed.), Prentice Hall,
only to a subset of those ports, namely the ports that belongaep
the same virtual LAN. [11] J. J. Roese “Switched LAN’s: Implementation, Operation,
Maintenance”, McGraw Hill, 1998
[12] T. Skeie, S. Johannessen, and O. Holmeitleg Road to an End-to-End
VIII. CONCLUSIONS Deterministic Ethernet”, In Proceedings of 4ttEEE International Workshop
on Factory Communication Systems (WFCS'02), September, 2002.

The discussed examples proof that IEC 61850 with its
mapping to Ethernet can be used also for safety related,
distributed functions in substations if the proper design
measures are taken into account. Klaus-Peter Brand (SM'89) was born in Neustadt/Aisch, Germany in 1948.
. . . He studied Physics in Wirzburg, Kiel, and Bonn (Germany). He got his
These measures InCIUd_e In parUcuIar . Master (Dipl.Phys.) and his PhD (Dr.rer.nat.) from the University of Bonn.
x the use of optical connections for all links that arg7e, nhe joint the plasma physics groups|SF BBC/ABB Research Center
exhibited to the harsh EMC conditions found in higin Baden, SwitzerlandFrom 1982, he was in ffierent positions strongly
voltage substations. This refers especially fgvolved developing sukation automation systems and building up this

. . iness in ABB, Switzerland. He is working presently at the ABB University
connections between cubicles, and to IEDs mountéﬁtzerland as instructor and consultdté is engaged in CIGRE B5 (former

close to the primary equipment, SC34). From 1995, he is being member of the AHWG and WG10 of IEC TC

X the use of switched Ethernet to reduce collisions % worked from the beginning definirige standard IEC61850. He is acting
the network [3] The additional delays resulting frorfow as editor and co-editor offidgirent parts of this standard.
store-and-forward technology are compensated b fin Ostert born in Mannheim. G i 1065, H duated

: . . artin Ostertag was born in Mannheim, Germany, in . He graduate

hlgh “nk s.peeds O_f 100 MbpS and a suitab om the Electrical Engineering department at the University of Karlsruhe in
communications architecture, 1991, where he also received hisDPKDr.-Ing.) degree for a work on

x the use of priority and VLAN features in thenonlinear optimization if Airbag Rease Algorithms. He joined ABB
switched Ethernet in order to separate the real tirfq@rrorate Research in Baden-Dattwil / Switzerland in 1996, where he worked

lated f th t trict its fl t on distribution line communication systems. Presently, he is working at ABB
related messages trom ne rast restrict its Now 10 g4 erjang Ltd, Utility Automation Sysins, where he is responsible for

X. BIOGRAPHIES

those network parts where it is needed, and research and development for substation automation and protection.
X a communications architectuthat takes the required
worst-case response times into account. Wolfgang Wimmer was born in Bad Schwartau, Germany, in 1947. He

Throughout the discussions, it was assumed that in maXimﬂHqied Mathematics and Computer 8cie at the University of Hamburg

t fi Id be lost. Th Germany), and also got there his Master (Dipl.Inf) and his PhD (Dr.rer.nat.).
WO consecuiive messages wou € lost. € measures alidVgrg pe joined BBC/ABB in Badeigwitzerland. From 1983, he was in

help to ensure this. Under these assumptions, the optigi@rent positions strongly involee developing substation automation
handling between minimum and maximum time for GOOSdstems and building up this business in ABB, Switzerland. He is working

messages is: keep minimum time for two repetitions and trsesently at ABB Switzerland Ltd, Utilithutomation Systems, as principle
go to maximum time directly. systems engineer in the development of substation automation and monitoring

. systems. From 1996 he is a member of IEC TC57 WG11 working on the
Although IEC61850 allows real time features, the number &fndard IEC61850. He is acting noweitor and co-editor of different parts
messages for this purpose to run concurrently on the saifeis standard.

network or VLAN is restricted by the bus capacity, the

communication system architecture, and the amount of

gueuing space in the switches. Therefore a thorough analysis

of the communication system architecture in relation to the

worst-case communication load for real time data has to be

performed.
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