Product Bulletin
Microsoft Security Updates Validation Status for OCS HSI Products

NOTICE

The information in this document is subject to change without notice, and should not be construed as a commitment by ABB.
ABB provides no warranty, express or implied, for the information contained in this document, and assumes no responsibility for
the information contained in this document or for any errors that may appear in this document.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any nature or kind arising from
the use of this document, nor shall ABB be liable for incidental or consequential damages arising from use of any software or
hardware described in this document.

The software or hardware described in this document may be furnished under a license and may in such case be used, copied,
or disclosed only in accordance with the terms of such license. All trademarks remain the property of their respective owners.

Products Concerned

Description

This product bulletin concerns the following versions of Operate IT Process Portal B and
Produce IT Batch (including roll-ups and patches where applicable). Connect products for
Harmony, MOD300, Melody, Freelance 800F, and OPC are also included.

e PPB 2.0 SP1a with Produce IT Batch 1.3
e PPB 2.0 SP2 with Produce IT Batch 1.4

ABB evaluates security updates from Microsoft with respect to relevance to and compatibility
with each OCS HSI product. All relevant updates are validated. ABB's goal is to communicate
the plan for validating the relevant updates within 24 hours after release of a security update
from Microsoft, and to complete validation for critical updates within seven days.

This document lists the security updates to Windows and other Microsoft software that have
been evaluated by ABB. Validation tests are made with the respective OCS HSI product and
required third party software installed on the documented operating system according to
relevant installation guides for each OCS HSI product version, and with no additional ABB or
third party software installed.

Note that a particular installation may have been complemented with additional ABB or third
party software. For information on the compatibility of Microsoft security updates with such
software, please refer to your ABB contact or to the third party, as relevant.

The following terminology is used to indicate Validation Status:

P Prerequisite — These security updates are listed in the Process Portal B2.x Installation instruction
and should be loaded during the installation of Process Portal B2.x.

Q Qualified — The update is relevant to and has been tested for compatibility with the listed OCS
HSI product, with no problems found.

X  Exception — The update causes problems in the OCS HSI product, and should not be installed,
or should be installed with certain restrictions. Details are provided under Comments.
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T Testing — The update is relevant to the OCS HSI product and validation tests are ongoing.
N Not Applicable — The update affects Microsoft software that is not used by the OCS HSI product.
The update has not been tested and the impact of installing it is unknown.

“Replaced by...” in the Comment column refers to Microsoft’s replacement guidelines. Check
the MS number in the Comment column for ABB Validation status.

For technical information on Microsoft security updates, please refer to
www.microsoft.com/security.
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http://www.microsoft.com/security

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation Portal Comments
SRR Base Severity or Stat Versi
7 atus ersion
Bulletin Article Product!N°* "
MS08-069 1955218 Critical | XML Core Services on Q 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-068 (957097 Important [Vulnerability in SMB Q 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-067 958644 Critical [Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-066 (956803 Important | Microsoft Ancillary Function Driver Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-065 [951071 Important | Message Queuing N 2.0 SP1a
Windows 2000 2.0SP2
MS08-064 956841 Important | Virtual Address Descriptor Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-063 (957095 Important [Vulnerability in SMB Q 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-062 (953155 Important | Windows Internet Printing Service N 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-061 954211 Important [Windows Kernel Q 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-060 (957280 Critical |Active Directory T 2.0 SP1a
Windows 2000 Server 2.0 SP2
MS08-059 (956695 Critical |RPC Service - Host Integration Server N 2.0 SP1a
2.0SP2
MS08-058 1956390 Critical [Internet Explorer Q 2.0 SP1a
IE 6 - Windows 2000 2.0SP2
IE 6 - Windows XP
IE 6 - Windows Server 2003
MS08-057 1956416 Critical | Microsoft Excel Q 2.0 SP1a
Office 2000 2.0SP2
Office XP
Office 2003
MS08-056 957699 Moderate | Office XP Q 2.0 SP1a
2.0SP2
ABB Inc.
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http://www.microsoft.com/technet/security/bulletin/ms08-069.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-068.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-067.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-066.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-065.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-064.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-063.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-062.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-061.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-060.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-059.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-058.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-057.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-056.mspx?pubDate=2008-09-09

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS08-055 (955047 Critical |Office XP Q 2.0 SP1a
Office 2003 2.0SP2
MS08-054 (954154 Critical |Windows Media Player 11 N 2.0 SP1a
2.0SP2
MS08-053 [954156 Critical |Windows Media Encoder N 2.0 SP1a
2.0SP2
MS08-052 [954593 Critical [Windows 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS08-051 |949785 Critical |Office XP SP3 (PowerPoint) N 2.0 SP1a
Office 2003 SP1 and SP2 (PowerPoint) 2.0SP2
MS08-050 (955702 Important [ Windows Messenger N 2.0 SP1a
2.0SP2
MS08-049 1950974 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-048 1951066 Important | Outlook Express on T 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-047 953733 Important | Windows Vista N 2.0 SP1a|Windows Vista &
Windows Server 2008 2.0 SP2 |Windows Server 2008
Not Supported
MS08-046 1952954 Critical [Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-045 953838 Critical |Internet Explorer 6 SP1 on Q 2.0 SP1a
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-044 1924090 Critical |Office XP Q 2.0 SP1a
Office 2003 2.0SP2
MS08-043 |954066 Critical | Office XP (Excel 2002) Q 2.0 SP1a
Office 2003 (Excel 2003) 2.0 SP2
MS08-042 955048 Important | Office XP (Word 2002) N 2.0 SP1a
Office 2003 (Word 2003) 2.0SP2
MS08-041 955617 Critical |Snapshot Viewer For Q 2.0 SP1a
Microsoft Access 2.0 SP2
MS08-040 941203 Important [ SQL Server 2000 SP4 T 2.0 SP1a
2.0SP2
MS08-039 |953747 Important | Exchange server 2003 SP2 N -
Exchange Server2007
Exchange Server 2007 SP1
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http://www.microsoft.com/technet/security/bulletin/ms08-055.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-054.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-053.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/ms08-052.mspx?pubDate=2008-09-09
http://www.microsoft.com/technet/security/bulletin/MS08-051.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-050.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-049.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-048.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-047.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-046.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-045.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-044.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-043.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-042.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-041.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-040.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-039.mspx
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- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS08-038 950582 Important | Windows Vista N -
Windows Server 2008
MS08-037 953230 Important | DNS for Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-036 [950762 Important | Windows 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS08-035 953235 Important | Windows 2000 Server SP4 N 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-034 948745 Important | Windows 2000 Server SP4 N 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
MS08-033 951698 Critical DirectX 9.0c for Q 2.0 SP1a
Windows 2003 Server 2.0 SP2
Windows XP SP2
MS08-032 950760 Moderate | Windows 2000 Server SP4 N 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-031 950759 Critical Internet Explorer 6 SP1 on Q 2.0 SP1a
Windows 2000 Server 2.0 SP2
Windows 2003 Server
Windows XP SP2
MS08-030 [951376 Critical . N 2.0 SP1a
e Windows XP SP2 50SP2
MS08-029 (952044 Moderate Microsoft Malware Protection Engine N 205P1a
2.0SP2
MS08-028 950749 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-027 951208 Critical Office Publisher 2000 N 2.0 SP1a
Office Publisher 2002 2.0SP2
Office Publisher 2003
MS08-026 951207 Critical Office Word 2000 N 2.0 SP1a
Office Word 2002 2.0SP2
Office Word 2003
MS08-025 941693 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0SP2
Windows XP SP2
MS08-024 |947864 Critical Internet Explorer 6 Q 2.0 SP1a
2.0SP2
MS08-023 |948881 Critical Internet Explorer 6 SP1 on Windows Q 2.0 SP1a
2000 Server SP4, Windows XP SP2 2.0 SP2
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http://www.microsoft.com/technet/security/bulletin/ms08-038.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-037.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-036.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-035.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-034.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-033.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-032.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-031.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-030.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-029.mspx
http://www.microsoft.com/technet/security/Bulletin/ms08-028.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-027.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-026.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-025.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-024.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-023.mspx

Microsoft

Security
Bulletin

Knowledge
Base
Article

Operating System
Severity or
Product! " "

ABB Vali-
dation
Status

Process
Portal
Version

Comments

MS08-022

944338

Windows 2000 Server SP4
Windows 2003 (SP1,R2)
Windows XP SP2

Critical

Q

2.0 SP1a
2.0 SP2

MS08-021

948590

Windows 2000 Server SP4
Windows 2003 (SP1,R2)
Windows XP SP2

Critical

2.0 SP1a
2.0 SP2

MS08-020

945553

Windows 2000 Server SP4
Windows 2003 (SP1,R2)
Windows XP SP2

Critical

2.0 SP1a
2.0 SP2

MS08-019

949032

Important | Office Visio 2002
Office Visio 2003
Office Visio 2007

MS08-018

950183

Critical MS Project 2000
MS Project 2002

MS Project 2003

MS08-017

933103

Office 2000
Office XP

Critical

2.0 SP1a
2.0 SP2

MS08-016

949030

Office 2000
Office XP
Office 2003

Critical

2.0 SP1a
2.0 SP2

MS08-015

949031

MS Office Outlook 2000
MS Office Outlook 2002
MS Office Outlook 2003

Critical

MS08-014

949029

Office Excel 2000
Office Excel 2002
Office Excel 2003

Critical

2.0 SP1a
2.0 SP2

MS08-013

947108

Office 2000 SP3
Office XP SP3
Office 2003 SP2

Critical

2.0 SP1a
2.0 SP2

MS08-012

947085

MS Office Publisher in
Office 2000 SP3
Office XP SP3

Office 2003 SP2

Critical

MS08-011

947081

Important | MS Works File Converter in
Office 2003 SP2

Office 2003 SP3

MS Works 8.0

MS Works Suite 2005
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http://www.microsoft.com/technet/security/Bulletin/MS08-022.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-021.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-020.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-019.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-018.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-017.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-016.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-015.mspx
http://www.microsoft.com/technet/security/bulletin/MS08-014.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-013.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-012.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-011.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS08-010 |944533 Critical | All Internet Explorer on Q 2.0 SP1a| Vista is not supported
Windows 2000 Server SP4 2.0 SP2
Windows 2003 (SP1,R2)
Windows XP SP2
Windows Vista
MS08-009 (947077 Critical | Office 2000 SP3 N
Office XP SP3
Office 2003 SP2
MS08-008 947890 Critical |Windows 2000 Server SP4 Q 2.0 SP1a| Vista is not supported
Windows 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
Windows Vista
Visual Basic 6.0 SP6
MS08-007 (946026 Critical  |Windows 2003 (SP1,R2) N 2.0 SP1a
Windows XP SP2 2.0 SP2
Windows Vista
MS08-006 (942830 Important [ Windows 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS08-005 |942831 Important | Windows 2000 Server SP4 Q 2.0 SP1a| Vista is not supported
Windows 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
Windows Vista
MS08-004 |946456 Important | Windows Vista N
MS08-003 |946538 Important | Windows 2000 Server SP4 N
Windows 2003 (SP1,R2)
Windows XP SP2
MS08-002 (943485 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
MS08-001 |941644 Critical Windows 2000 Server SP4 Q 2.0 SP1a| Vista is not supported
Windows 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
Windows Vista
MS07-069 (942615 Critical  |Internet Explorer 6 Q 2.0 SP1a|Internet Explorer 7 is
Internet Explorer 7 2.0 SP2 | not supported
MS07-068 |941569 Critical |Windows Media Format Runtime for Q 2.0 SP1a| Vista is not supported
Windows 2000 Server SP4 2.0 SP2
Windows Server 2003 (SP1,R2)
Windows XP SP2
Vista
Windows Media Services for
944275 Windows Server 2003 N
MS07-067 (944653 Important | Windows Server 2003 (SP1,R2) Q -
Windows XP SP2
ABB Inc.
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http://www.microsoft.com/technet/security/bulletin/ms08-010.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-009.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-008.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-007.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-006.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-005.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-004.mspx
http://www.microsoft.com/technet/security/bulletin/ms08-003.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-002.mspx
http://www.microsoft.com/technet/security/Bulletin/MS08-001.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-069.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-068.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-067.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS07-066 (943078 Important | Windows Vista N - Vista is not supported
MS07-065 (937894 Important | Windows 2000 Server SP4 N 2.0 SP1a
Windows XP SP2 2.0 SP2
MS07-064 |941568 Critical DirectX 9.0c for N 2.0 SP1a| Vista is not supported
Windows 2000 2.0 SP2
Windows XP
Windows Server 2003
DirectX 10.0 for Vista
MS07-063 (942624 Important | Windows Vista N - Vista is not supported
MS07-062 |941672 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
MS07-061 [943460 Critical Windows Server 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS07-058 (933729 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
MS07-057 939653 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
MS07-056 941202 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (SP1,R2) 2.0 SP2
Windows XP SP2
MS07-055 923810 Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Windows XP SP2 and
Windows Server 2003 (SP1,R2) 2.0 SP2 |Windows 2003 Server
Windows XP SP2 are not vulnerable
unless upgraded from
Windows 2000.
KB902058 [902058 - Windows Server 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS07-051 |938827 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
MS07-051 |938827 Critical - N 2.0 SP2
MS07-050 |[938127 Critical Windows Server 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS07-049 |937986 Important | Virtual PC N 2.0 SP1a
Virtual PC Server 2.0 SP2
MS07-048 (938123 Important | Windows VISTA N 2.0 SP1a
2.0 SP2
MS07-047 |936782 Important | Windows Server 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS07-046 |938829 Critical Windows Server 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS07-066.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-065.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-064.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-063.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-062.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-061.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-058.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-057.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-056.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-055.mspx
http://support.microsoft.com/kb/KB902058
http://www.microsoft.com/technet/security/Bulletin/MS07-051.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-051.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-050.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-049.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-048.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-047.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-046.mspx

Microsoft

ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS07-045 (937143 Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS07-
Windows Server 2003 (SP1,R2) 2.0SP2 |057
Windows XP SP2
MS07-044 |940965 Critical Office XP SP3 Q 2.0 SP1a
Office 2003 SP2 2.0SP2
MS07-043 [921503 Critical Windows Server 2003 (SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS07-042 |936227 Critical | XML Core Services on Q 2.0 SP1a
Windows XP SP2 2.0SP2
Office 2003 SP2
Windows Server 2003 (SP1, R2)
MS07-041 |939373 Important [ Windows XP SP2 Q 2.0 SP1a
2.0SP2
MS07-040 [931212 Critical .NET Framework 1.1 SP1 Q 2.0 SP1a
2.0SP2
MS07-039 (926122 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
MS07-038 |935807 Moderate | Windows Vista N -
MS07-037 936548 Important | Office XP SP3 (Publisher) N -
Office 2003 SP2 (Publisher)
MS07-036 |936542 Critical Office XP SP3 (Excel) Q 2.0 SP1a|Replaced by MS07-
Office 2003 SP2 (Excel) 2.0 SP2 (044
KB927744 (927744 - Windows Server 2003 (SP1) Q 2.0 SP2 |File ABB_
WindowsServer2003-
KB927744-x86-
ENU.exe is available
from ABB at
http://solutionsbank.ab
b.com.
MS07-035 (935839 Critical Windows 2000 Server SP4 Q, see |[2.0 SP1a]|Refer to Technical
Windows Server 2003 (GOLD,SP1,R2) | comment | 2.0 SP2 | Description
Windows XP SP2 3BUA000954 for
additional details
regarding use of this
Security Bulletin on
systems running
Produce IT.
MS07-034 (929123 Critical Windows Server 2003 (GOLD,SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS07-033 (933566 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS07-032 1931213 Moderate | Windows Vista N -
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS07-045.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-044.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-043.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-042.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-041.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-040.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-039.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-038.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-037.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-036.mspx
http://support.microsoft.com/kb/KB927744
http://solutionsbank.abb.com
http://solutionsbank.abb.com
http://www.microsoft.com/technet/security/Bulletin/MS07-035.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-034.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-032.mspx

Microsoft

- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS07-031 (935840 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 20SP2
Windows XP SP2
MS07-030 (927051 Important | Viso 2002 SP2 and Visio 2003 SP2 N -
KB924432 [KB924432 |- Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 208SP2
MS07-029 (935966 Critical  |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 20SP2
MS07-028 |931906 Critical |CAPICOM N -
MS07-027 (931768 Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Replaced By MS07-
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2 (033
Windows XP SP2
MS07-026 [931832 Critical |Exchange 2003 SP2 N -
Exchange 2007
MS07-025 |934873 Critical | Office XP SP3 Q 2.0 SP1a
Office 2003 SP2 208SP2
MS07-024 934232 Critical | Office XP SP3 (Word) N -
Office 2003 SP2 (Word)
MS07-023 |934233 Critical | Office XP SP3 (Excel) Q 2.0 SP1a|Replaced By MS07-
Office 2003 SP2 (Excel) 2.0 SP2 (036
MS07-022 |931784 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 20SP2
Windows XP SP2
MS07-021 (930178 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 20SP2
Windows XP SP2
MS07-020 (932168 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 20SP2
Windows XP SP2
MS07-019 (931261 Critical |Windows XP SP2 Q 2.0 SP1a
20SP2
MS07-018 [925939 Critical | Microsoft Content Management Server N -
MS07-017 (925902 Critical  |Windows 2000 Server SP4 Q 2.0 SP1a|Some Systems have
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |reported a problem
Windows XP SP2 after installing this
patch. See KB935448
if there is a problem.
KB931836 [KB931836 |- Windows Server 2003 (GOLD) Q 2.0 SP1a|See ABB Product
Windows XP SP2 2.0 SP2 |Bulletin, 3BUA000623,
Process Portal B -
Microsoft Daylight
Saving Time Update
ABB Inc.
Doc. Id. 3BUA000356D1 Rev. AH Date. 2008-11-24 10 (23)



http://www.microsoft.com/technet/security/Bulletin/MS07-031.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-030.mspx
http://support.microsoft.com/kb/KB924432
http://www.microsoft.com/technet/security/Bulletin/MS07-029.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-028.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-027.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-026.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-025.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-024.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-023.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-022.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-021.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-020.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-019.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-018.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-017.mspx
http://support.microsoft.com/kb/KB935448
http://support.microsoft.com/kb/KB931836

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product!N°* "
MS07-016 |928090 Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Replaced By MSQ7-
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2 |027
Windows XP SP2
MS07-015 |929063 Critical Office XP SP3 Q 2.0 SP1a|Replaced By MS07-
929064 Office 2003 SP2 2.0SP2 025
MS07-014 |929434 Critical Office XP SP3 (Word) N -
Office 2003 SP1 and SP2 (Word)
MS07-013 [918118 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS07-013 |920813 Important | Office 2003 SP2 T 2.0 SP1a
MS07-013 |920813 Important | Office 2003 SP2 Q 2.0SP2
MS07-013 |920816 Important | Office XP SP3 T 2.0 SP1a
2.0SP2
MS07-012 924667 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS07-011 926436 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS07-010 932135 Critical Windows Live OneCare N 2.0 SP1a
Microsoft Antigen 2.0 SP2
Microsoft Windows Defender
Microsoft ForeFront Security
MS07-009 |927779 Critical MDAC 2.8 for Windows Server 2003 Q 2.0 SP1a
(GOLD) 2.0SP2
MDAC 2.8 SP1 for Win 2000 Server
SP4
MDAC 2.8 SP1 for Win XP SP2
MS07-008 |928843 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS07-007 |927802 Important [ Windows XP SP2 Q 2.0 SP1a
2.0SP2
MS07-006 |928255 Important | Windows Server 2003 (GOLD, SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS07-005 923723 Important | Windows 2000 Server SP4 N -
Windows Server 2003 (GOLD,SP1,R2)
Windows XP SP2
MS07-004 |929969 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS07-003 |924164 Critical Office XP SP3 (Outlook) N _
Office 2003 SP2 (Outlook)
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS07-016.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-015.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-014.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-012.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-011.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-010.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-009.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-008.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-007.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-006.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-005.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-004.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-003.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product!N°* "
MS07-002 |927198 Critical Office XP SP3 Q 2.0 SP1a|Replaced By MSQ7-
Office 2003 SP2 2.0 SP2 |023 (Excel)
MS07-001 |921585 Important | Office 2003 SP2 N R
MS06-078 |923689 Critical Windows XP SP2 2.0 SP1a
Windows Server 2003 (SP1 & R2) 2.0SP2
MS06-076 |[923694 Important | Windows XP SP2 Q 2.0 SP1a|Replaced By MS07-
Windows Server 2003 (SP1 & R2) 2.0SP2 |034
MS06-075 |926255 Important [ Windows XP SP2 Q 2.0 SP1a
2.0SP2
MS06-074 |926247 Important [ Windows XP SP2 Q 2.0 SP1a
Windows Server 2003 (SP1 & R2) 2.0SP2
MS06-072 |925454 Critical Windows XP SP2 Q 2.0 SP1a|Replaced by MS07-
Windows Server 2003 (SP1 & R2) 2.0SP2 |016
MS06-071 928088 Critical Windows 2000 Server SP4 Q 2.0 SP1a| Download and install
927978 Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |the fix for MS XML core
Windows XP SP2 services 4.0, update
927978.
MS XML core services
6.0 are not supported
on PPB 2.0.
MS06-070 |924270 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS06-069 |923789 Critical Windows XP SP2 (Embedded Q 2.0 SP1a
Macromedia Flash Player) 2.0 SP2
MS06-068 |920213 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS06-067 |922760 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS06-066 |923980 Important [ Windows Server 2003 (SP1 & R2) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS06-065 |924496 Moderate | Windows Server 2003 (GOLD,SP1) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS06-064 |922819 Low Windows Server 2003 (GOLD,SP1) Q 2.0 SP1a
Windows XP SP2 2.0SP2
MS06-063 [923414 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1) 2.0SP2
Windows XP SP2
MS06-062 |922581 Critical Office XP SP3 Q 2.0 SP1a|Replaced By MS07-
Office 2003 SP1 and SP2 2.0SP2 |015
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS07-002.mspx
http://www.microsoft.com/technet/security/Bulletin/MS07-001.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-078.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-076.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-075.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-074.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-072.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-071.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-070.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-069.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-068.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-067.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-066.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-065.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-064.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-063.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-062.mspx

Microsoft

- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS06-061 924191 Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
925672 Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 | MS06-071
Windows XP SP2
Previous Comment:
Download and install
the fix for MS XML core
services 4.0, update
925672.
MS XML core services
6.0 are not supported
on PPB 2.0.
MS06-060 |924554 Critical Office XP SP3 (Word) N -
Office 2003 SP1 and SP2 (Word)
MS06-059 |924164 Critical Office XP SP3 (Excel) Q 2.0 SP1a| Tested 10 October
Office 2003 SP1 and SP2 (Excel) 2.0 SP2 |2006, and updated 12
December 2006
versions.
MS06-058 |[924163 Critical Office XP SP3 (PowerPoint) N -
Office 2003 SP1 and SP2 (PowerPoint)
MS06-057 923191 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1) 2.0 SP2
Windows XP SP2
MS06-056 |[922770 Critical .NET Framework 2.0 (ASP .NET) N -
MS06-055 |925486 Critical Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1) 2.0 SP2
Windows XP SP2
MS06-054 [910729 Critical Office XP SP3 (Publisher) N -
Office 2003 SP1 and SP2 (Publisher)
MS06-053 |920685 Moderate | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-052 [919007 Important | Windows XP SP2 Q 2.0 SP1a| PPB users with
Enterprise Historian
should refer to
document
3BUA000456 for
applicability
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS06-061.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-060.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-059.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-058.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-057.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-056.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-055.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-054.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-053.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-052.mspx

Microsoft

- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product!N°* "
MS06-051 |917422 Critical Windows 2000 Server SP4 Q, see [2.0 SP1a|Replaced By MS07-
Windows Server 2003 (GOLD,SP1,R2) | comment |2.0 SP2 |035.
Windows XP SP2
Refer to Technical
Description
3BUA000954 for
additional details
regarding use of this
Security Bulletin on
systems running
Produce IT.
MS06-050 |[920670 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS06-049 920958 Important | Windows 2000 Server SP4 Q 2.0 SP1a| Replaced By MS07-
022
MS06-048 |922968 Critical Office XP SP3 Q 2.0 SP1a|Replaced by
Office 2003 SP1 and SP2 2.0 SP2 |MS06-062
MS06-047 |921645 Critical Office XP SP3 Q 2.0 SP1a
2.0SP2
MS06-046 |922616 Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |MS07-008
Windows XP SP2
MS06-045 [921398 Important | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS07-
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |006 on Windows 2003
Windows XP SP2 (GOLD,SP1,R2) and
and XP SP2
Replaced by MS07-
061
MS06-044 |917008 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
MS06-043 |920214 Critical |Windows XP SP2 Q 2.0 SP1a|Replaced By MSQ7-
Windows Server 2003 (SP1 & R2) 2.0SP2 |034
MS06-042 918899 Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |MS06-067
Windows XP SP2
MS06-041 |920683 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0SP2
Windows XP SP2
MS06-040 |921883 Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS06-
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |070 on Windows 2000
Windows XP SP2 and XP
MS06-039 |915384 Critical Office XP SP3 Q 2.0 SP1a
Office 2003 SP1 and SP2 2.0SP2
MS06-038 |917284 Critical Office XP SP3 Q 2.0 SP1a
Office 2003 SP1 and SP2 2.0SP2
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http://www.microsoft.com/technet/security/Bulletin/MS06-051.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-050.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-049.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-048.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-047.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-046.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-045.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-044.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-043.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-042.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-041.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-040.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-039.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-038.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS06-037 (917285 Critical | Office XP SP3 (Excel) Q 2.0 SP1a|Replaced by
Office 2003 SP1 and SP2 (Excel) 2.0 SP2 | MS06-059
MS06-036 (914388 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-035 917159 Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 | MS06-063
Windows XP SP2
MS06-034 917537 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-033 (917283 Important [ .NET Framework 2.0 (ASP .NET) N -
MS06-032 [917953 Important | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS08-
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |001
Windows XP SP2
MS06-031 917736 Moderate | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS07-
058
MS06-030 [914389 Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-029 912442 Important | Exchange 5.5 SP4 N -
Exchange 2000 SP1, SP2, SP3
MS06-028 (916768 Critical Powerpoint 2000, 2002, 2003 N - Replaced by
MS06-058
MS06-027 (917336 Critical  |Word 2000, 2002, 2003 N - Replaced by
MS06-060
MS06-026 (918547 Critical [Windows 98, ME N -
MS06-025 (911280 Critical  |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (SP1 & R2) 2.0 SP2
Windows XP SP2
MS06-024 (917734 Critical |Windows Media Player for XP SP2 Q 2.0 SP1a
Windows Media Player 9 2.0 SP2
Media Player 10 for Windows Server
2003 SP1 & R2
MS06-023 (917344 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-022 |918439 Critical Windows 2000 Server SP4 Q 2.0 SP1a|New Microsoft ActiveX
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |behavior may be seen
Windows XP SP2 on Windows XP SP2
on web pages running
outside of Navigator
until PPB 2.0 SP2 is
released.
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS06-037.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-036.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-035.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-034.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-032.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-031.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-030.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-029.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-028.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-027.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-026.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-025.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-024.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-023.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-022.mspx

Microsoft

- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS06-021 (916281 Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1)
Windows XP SP2
MS06-020 (913443 Critical |Windows XP SP2 (Embedded Q 2.0 SP1a|Replaced by
Macromedia Flash Player) 2.0 SP2 |MS06-069
MS06-019 916803 Critical Exchange Server 2000 w/post SP3 UR N -
Exchange Server 2003
MS06-018 913580 Moderate | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD) 2.0 SP2
Windows XP SP2
MS06-017 917627 Moderate | Microsoft FrontPage N -
MS06-016 |[911567 Important | Outlook Express Q 2.0 SP1a| Replaced By MS07-
Windows XP SP2 2.0SP2 |034
Windows Server 2003 (SP1 & R2)
MS06-015 908531 Critical [Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-014 911562 Critical |MDAC 2.8 for Windows Server 2003 Q 2.0 SP1a|Replaced by
(GOLD,SP1,R2) 2.0 SP2 | MS07-009
MDAC 2.8 for Win 2000 Server SP4
MDAC 2.8 SP1 for Win XP SP2
KB917425 917425 Critical [Windows XP SP2 N 2.0 SP1a|Replaced by
MS06-021
MS06-013 912812 Critical [Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD,SP1) MS06-021
Windows XP SP2
KB887616 887616 - Office 2003 Service Pack 2 Q 2.0 SP1a
2.0 SP2
KB832671 832671 - Office XP SP3 Q 2.0 SP1a
2.0 SP2
KB891861 891861 - Update Rollup 1 for Win2000 SP4 Q 2.0 SP1a
MS06-012 905413 Critical |Microsoft Office 2000 SP3 Q 2.0 SP1a|Word replaced by
Microsoft Office XP SP3 2.0 SP2 | MS06-027
Microsoft Office 2003 SP1 and SP2
MS06-011 914798 |Important | Windows Server 2003 Q 2.0 SP1a
MS06-010 889167 |Important | PowerPoint 2000 N -
MS06-009 901190 |Important | Korean version of Office Multilingual Q 2.0 SP1a|Required for Microsoft
Pack 2.0 SP2 | Office 2003 Proofing
Tools
MS06-008 911927 |Important | Windows Server 2003 (GOLD,SP1,R2) Q 2.0 SP1a
Windows XP (SP1 - SP2) 2.0 SP2
MS06-007 913446 |Important | Windows Server 2003 (GOLD,SP1) Q 2.0 SP1a|Replaced by
Windows XP (SP1 - SP2) MS06-032
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http://www.microsoft.com/technet/security/Bulletin/MS06-021.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-020.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-019.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-018.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-017.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-016.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-015.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-014.mspx
http://support.microsoft.com/kb/917425
http://www.microsoft.com/technet/security/Bulletin/MS06-013.mspx
http://support.microsoft.com/kb/887616
http://support.microsoft.com/default.aspx?scid=kb;bLN   65;832671
http://support.microsoft.com/default.aspx?scid=kb;en-us;891861
http://www.microsoft.com/technet/security/Bulletin/MS06-012.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-011.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-010.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-009.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-008.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-007.mspx

Microsoft

Windows XP SP2

- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS06-006 911564 |Important | Windows 2000 (Server and Pro) Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP (SP1 - SP2)
MS06-005 911565 | Critical Windows Media Player for XP Q 2.0 SP1a|Replaced by
Windows Media Player 9 MS06-024
MS06-004 910620 |Critical IE 5.01 on Windows 2000 SP4 N - Replaced by
MS06-013
MS06-003 902412 |Critical | Office Outlook Q 2.0 SP1a|Replaced by MS06-
Office Multilanguage Packs N 012
Exchange 5.0 N Replaced by MS07-
Exchange 5.5 N 003 for Outlook
Exchange 2000 N
MS06-002 908519 [Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS06-001 912919 (Critical |[Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS07-
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |017 and MS07-046
Windows XP SP2
MS05-055 908523 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
MS05-054 905915 | Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS06-
Windows Server 2003 (GOLD,SP1) 013
Windows XP SP2
MS05-053 896424 |Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS07-
Windows Server 2003 (GOLD,SP1,R2) 2.08P2 |017
Windows XP SP2
MS05-052 896688 | Critical Windows 2000 Server SP4 N - Replaced by MS05-
Windows Server 2003 (GOLD,SP1) 054
Windows XP SP2
MS05-051 902400 (Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-050 904706 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Re-Released
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 [ December 2005.
Windows XP SP2
MS05-049 900725 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-048 907245 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
901017 Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-047 905749 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS05-046 899589 |Important | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS06-
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 | 066 on Windows XP
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http://www.microsoft.com/technet/security/Bulletin/MS06-006.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-005.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-004.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-003.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-002.mspx
http://www.microsoft.com/technet/security/Bulletin/MS06-001.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-055.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-054.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-053.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-052.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-051.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-050.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-049.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-048.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-047.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-046.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product!N°* "
MS05-045 905414 | Moderate | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-044 905495 |Moderate | Windows Server 2003 (SP1) Q 2.0 SP1a
MS05-043 896423 [Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (SP1) 2.0 SP2
Windows XP SP2
MS05-042 899587 |Moderate | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-041 899591 Moderate | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-040 893756 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-039 899588 [Critical |Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS05-
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 |047 on Windows 2000
Windows XP SP2 and XP
MS05-038 896727 |Critical Windows 2000 Server SP4 N All Replaced by
Windows Server 2003 (GOLD,SP1) MS05-052
Windows XP SP2
MS05-037 903235 |Critical |Windows Server 2003 (GOLD,SP1) N All Replaced by
Windows XP SP2 MS05-038
MS05-036 901214 |Critical |[Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-035 903672 |Critical | Office 2000 SP3 N 2.0 SP1a
895333 2.0 SP2
895589 Office XP SP3 Q
MS05-034 899753 [Moderate |ISA Server 2000 SP2 N -
MS05-033 896428 |Moderate [ Windows Server 2003 (GOLD,SP1,R2) Q 2.0 SP1a
Windows XP SP2 2.0 SP2
MS05-032 890046 |Moderate | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2 | MS06-068
Windows XP SP2
MS05-031 898458 |Important | Windows 2000 Server SP4 N - Replaced by
Windows Server 2003 (GOLD,SP1) MS07-005
Windows XP SP2
MS05-030 897715 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD)
MS05-029 895179 |Important | Exchange Server 5.5 SP4 N -
MS05-028 896426 |Important | Windows Server 2003 (SP1) Q 2.0 SP1a|Replaced by MS06-
008
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS05-045.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-044.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-043.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-042.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-041.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-040.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-039.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-038.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-037.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-036.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-035.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-034.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-032.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-031.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-030.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-029.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-028.mspx

Microsoft

- ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base Severity or Status | Version
Bulletin Article Product!N°* "
MS05-027 896422 (Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-026 896358 [Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD,SP1,R2) 2.0 SP2
Windows XP SP2
MS05-025 883939 [Critical |Windows Server 2003 (GOLD,SP1) N - Replaced by
Windows XP SP2 MS05-038
MS05-024 894320 |Important | Windows 2000 Server SP4 N - Replaced by
MS05-049
MS05-023 890169 [Critical | Office 2000 (Word) N -
887977 Office XP (Word)
887978 Office 2003 (Word)
887979
MS05-022 896597 |Critical MSN 6.2 N -
MS05-021 894549 | Critical Exchange Server 2000 N -
Exchange Server 2003
MS05-020 890923 |Critical Windows Server 2003 (GOLD) N - Replaced by
Windows XP SP2 MS05-025
MS05-019 893066 | Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by MS06-
007 for WinXP SP2
and Win2003S Gold.
Windows Server 2003 (GOLD) N Replaced by MS06-
Windows XP SP2 032 for Win2000 SP4.
MS05-018 890859 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD) 2.0 SP2
Windows XP SP2
MS05-017 892944 |Important | Windows 2000 (Server and Pro) N -
Windows XP SP1
MS05-016 893086 |Important | Windows Server 2003 (GOLD) N - Replaced by
Windows XP SP2 MS05-049
MS05-015 888113 [Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD)
Windows XP SP2
MS05-014 867282 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-020
Windows XP SP2
MS05-013 891781 [Critical |Windows 2000 Server SP4 Q 2.0SP1a
Windows Server 2003 (GOLD) 2.0 SP2
Windows XP SP2
MS05-012 873333 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-051
Windows XP SP2
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS05-027.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-026.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-025.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-024.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-023.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-022.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-021.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-020.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-019.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-018.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-017.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-016.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-015.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-014.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-012.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product! et
MS05-011 885250 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS06-030
Windows XP SP2
MS05-010 885834 [Critical |Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD)
MS05-009 890261 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-022
Windows XP SP2
MS05-008 890047 |Important | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-016
Windows XP SP2
MS05-007 888302 [Important [ Windows XP SP2 N 2.0 SP1a
MS05-007 888302 [Important [ Windows XP SP2 Q 2.0 SP2
MS05-006 887981 [Moderate [ Windows SharePoint Services for N -
Windows Server 2003 (GOLD)
MS05-005 873352 [Critical |Office XP (SP2 - SP3) Q 2.0 SP1a
2.0 SP2
MS05-004 887219 |Important | Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
886906 Windows Server 2003 (GOLD) 2.0 SP2 | MS07-040
886903 Windows XP SP2
MS05-003 871250 |Important | Windows 2000 Server SP4 Q 2.0 SP1a
Windows Server 2003 (GOLD)
MS05-002 891711 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-018 for W2000.
Replaced by MS07-
017 for Windows 2003
(GOLD)
MS05-001 890175 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-026
Windows XP SP2
MS04-045 870763 [Important | Windows Server 2003 (GOLD) N -
MS04-044 885835 [Important | Windows Server 2003 (GOLD) N 2.0 SP1a
Windows XP SP2
MS04-044 885835 [Important [ Windows XP SP2 Q 2.0 SP2
MS04-043 873339 [Important | Windows Server 2003 (GOLD) N 2.0 SP1a
Windows XP SP2
MS04-043 873339 |Important | Windows XP SP2 Q 2.0 SP2
MS04-042 885249 [Important [Windows NT N All
MS04-041 885836 [Important |Windows Server 2003 (GOLD) N 2.0 SP1a
Windows XP SP2
MS04-041 885836 |Important | Windows XP SP2 Q 2.0 SP2
MS04-040 889293 |Critical Windows 2000 Server SP4 Q 2.0 SP1a|Replaced by
MS05-014
ABB Inc.
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http://www.microsoft.com/technet/security/Bulletin/MS05-011.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-010.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-009.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-008.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-007.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-007.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-006.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-005.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-004.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-003.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-002.mspx
http://www.microsoft.com/technet/security/Bulletin/MS05-001.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-045.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-044.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-044.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-043.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-043.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-042.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-041.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-041.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-040.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product!N°* "
MS04-039 888258 |Important | ISA Server and Proxy Server N -
MS04-038 834707 |Critical Windows 2000 Server SP4 P 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-025
Windows XP SP2
MS04-037 841356 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD)
MS04-036 883935 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD)
MS04-035 885881 [Critical |Windows Server 2003 (GOLD) P 2.0 SP1a|Replaced by
MS05-021
MS04-034 873376 |Critical |Windows Server 2003 (GOLD) P 2.0 SP1a
MS04-033 886836 |Critical |Office 2000 N -
873373 Office XP (SP2 and earlier)
873366
MS04-032 840987 |Critical Windows 2000 Server SP4 P 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-018
MS04-031 841533 [Important | Windows Server 2003 (GOLD) Q 2.0 SP1a
MS04-030 824151 [Important | Windows Server 2003 (GOLD) Q 2.0 SP1a
MS04-029 873350 |Important | Windows NT N -
MS04-028 833987 [Critical |Windows Server 2003 (GOLD) Q 2.0 SP1a|Replaced by MS05-
833987 Office XP SP3 005 for Office XP SP3
833987
838905
832332
830348
830348
833989
MS04-027 884933 [Important [ Office XP SP3 Q 2.0 SP1a
873378 2.0 SP2
873379
873380
MS04-026 842436 |Moderate | Microsoft Exchange Server 5.5 SP4 N -
MS04-025 867801 Critical Internet Explorer N - Replaced by
MS04-038
MS04-024 839645 [Important | Windows Server 2003 (GOLD) Q 2.0 SP1a|Replaced by
MS04-037
MS04-023 840315 |Critical Windows 2000 Server SP4 P 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-026
MS04-022 841873 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
MS04-021 841373 |Important | Windows NT N -
MS04-020 841872 |Important | Windows 2000 Server SP4 P 2.0 SP1a
MS04-019 842526 |Important | Windows 2000 Server SP4 P 2.0 SP1a
MS04-018 823353 |Moderate | Windows 2000 Server SP4 P 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-030
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http://www.microsoft.com/technet/security/Bulletin/MS04-039.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-038.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-037.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-036.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-035.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-034.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-033.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-032.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-031.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-030.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-029.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-028.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-027.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-026.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-025.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-024.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-023.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-022.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-021.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-020.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-019.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-018.mspx

Microsoft - ABB Vali- | Process
i Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product! et
MS04-017 842689 [Moderate |Visual Studio .NET 2003 N -
MS04-016 839643 [Moderate | Windows Server 2003 (GOLD) N -
MS04-015 840374 |Important | Windows Server 2003 (GOLD) P 2.0 SP1a
MS04-014 837001 Important | Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD)
MS04-013 837009 |Critical Windows 2000 (Server and Pro) N - Replaced by
Windows XP SP1 MS04-018
Windows Server 2003 (GOLD)
MS04-012 828741 |Critical Windows 2000 Server SP4 P 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-051
MS04-011 835732 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD)
838512 [Moderate | MSN Messenger 6.0 - 6.1 N - Replaced by
MS04-010 MS05-009
MS04-009 828040 (Critical [Office XP SP2 N - Replaced by Office XP
SP3
MS04-008 832359 |Moderate | Windows 2000 (Server only) N -
MS04-007 828028 |Critical Windows 2000 (Server and Pro) N - Replaced by
Windows XP SP1 MS04-011
Windows Server 2003 (GOLD)
MS04-006 830352 [Important | Windows Server 2003 (GOLD) P 2.0 SP1a|Replaced by
MS04-045
MS04-005 835150 [Important | Virtual PC for MAC N -
MS04-004 832894 | Critical Internet Explorer N - Replaced by
MS04-025
MS04-003 832483 [Important | Windows Server 2003 (GOLD) P 2.0 SP1a
MDAC (2.8 and prior)
MS04-002 832759 |Moderate | Exchange Server 2003 N -
MS04-001 816458 |Critical N/A (Small Business Server, ISA) N -
MS03-051 813360 |Critical Windows 2000 (Server and Pro) N -
810217 Windows XP SP1
810217 Office 2000 SP3
813379 Office XP SP2
812708
KB828041 828041 (Critical |Office 2003 2.0 SP1a
MS03-050 831527 |Important [ Office XP 2.0 SP1a
MS03-049 828749 [Critical |Windows 2000 Server SP4 2.0 SP1a|Replaced by MS06-
070 on Windows 2000
MS03-048 824145 (Critical |Windows Server 2003 (GOLD) -
MS03-045 824141 |Important | Windows Server 2003 (GOLD) 2.0 SP1a
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http://www.microsoft.com/technet/security/Bulletin/MS04-017.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-016.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-015.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-014.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-013.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-012.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-011.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-010.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-009.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-008.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-007.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-006.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-005.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-004.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-003.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-002.mspx
http://www.microsoft.com/technet/security/Bulletin/MS04-001.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-051.mspx
http://office.microsoft.com/en-us/assistance/HA011525671033.aspx
http://www.microsoft.com/technet/security/Bulletin/MS03-050.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-049.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-048.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-045.mspx

Microsoft - ABB Vali- | Process
; Knowledge Operating System dation | Portal Comments
Security Base | Severity or Status | Version
Bulletin Article Product!N°* "
MS03-044 825119 |Critical Windows 2000 Server SP4 P 2.0 SP1a|Replaced by
Windows Server 2003 (GOLD) MS05-026
MS03-043 828035 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD)
MS03-042 826232 (Critical |Windows 2000 Server SP4 P 2.0 SP1a
MS03-041 823182 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD)
MS03-037 822715 [Critical |Office XP P 2.0 SP1a
MS03-034 824105 ([Low Windows Server 2003 (GOLD) Q 2.0 SP1a
MS03-031 815495 [Important [MSDE 2000 Q 2.0 SP1a
SQL Server 2000
MS03-023 823559 [Critical |Windows 2000 Server SP4 P 2.0 SP1a
Windows Server 2003 (GOLD) P
Notes:

1. Windows Server 2003 Gold was the initial release of the Windows 2003 Server operating system. It does not have any
updates or service packs applied.
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http://www.microsoft.com/technet/security/Bulletin/MS03-044.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-043.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-042.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-041.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-037.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-034.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-031.mspx
http://www.microsoft.com/technet/security/Bulletin/MS03-023.mspx
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